Since the students are, by and large, social scientists, the focus of the program is to build hyper-awareness of how cybersecurity integrates within their professional aspirations rather than to provide cybersecurity career-level proficiency. Assessing student learning of the technical aspects cannot be performed using traditional tests, as they would not properly measure what the students are learning in a practical sense. Instead, we employ journals and selfreflection to ask the students to express and demonstrate their learning. Although somewhat harder to grade, the journals have huge benefits to the learning environment as well as to actual learning.
Introduction
Embry-Riddle Aeronautical University started an undergraduate Homeland Security degree program in 2006. A five-course, 15-credit Cybersecurity minor was introduced in the fall of 2013 [1] . The discipline of homeland security is closer to the social sciences than it is to the natural sciences, while information security is much more closely aligned to computer science than is comfortable for most social scientists. The challenge is how to optimally assess student learning when teaching a science, technology, engineering, and mathematics (STEM) subject to non-STEM oriented students. This paper will describe how journals and selfreflection are employed for student learning assessment. Section 2 will provide an overview of the use of journals to assess learning, with a particular focus on use in STEM disciplines. Section 3 will provide an overview of the courses in the cybersecurity minor. Section 4 will discuss why journals were selected as an assessment instrument, and how they fit in to the overall course-grading scheme. Section 5 will discuss how journals are implemented in the courses and some of the initial hurdles in their use. Sections 6 and 7 will provide some results of our experiences, including observations from a formal survey. Finally, Section 8 will offer some conclusions.
Use of Journals to Assess STEM Learning
Reflective journaling involves students writing about their learning experiences and privately sharing these thoughts with their instructors. This type of activity increases the connection between students and faculty, focuses students' attention on individual learning growth rather than competitive peer comparisons, and increases students' motivation and appreciation for a topic [2] . An important part of this activity is for students to connect the topic to their own life experiences and goals. Journals allow students to assess their own learning; they also aid the instructor in assessing student learning and getting feedback about how to improve learning experiences [3] . It also enhances collaborative and active learning processes, which we employ in the minor [4] .
In STEM learning contexts, journals are typically used in conjunction with design projects to reflect on and synthesize what students have learned, as well as document their role in a project. Feedback from the students suggests that reflective writing activities might be an important component for them to gain 194 Proceedings of the 50th Hawaii International Conference on System Sciences | 2017 URI: http://hdl.handle.net/10125/41172 ISBN: 978-0-9981331-0-2 CC-BY-NC-ND more confidence and self-efficacy in learning about difficult STEM concepts by expressing themselves in a less stressful environment than traditional graded exams and papers. This might be a potentially fruitful area for future research, as we found no literature that specifically addresses non-STEM students in STEM courses. However, there is research that suggests that there are many students, especially women and underrepresented groups, who can succeed in STEM courses but fail to do so for non-cognitive reasons, such as a lack of self-efficacy or confidence [5] [6] [7] .
Use of journals in the STEM environment, then, is neither a unique nor new approach. Use of journals in STEM courses targeting non-STEM students, however, appears to be a new application with which to assess student learning, although these skills need to be taught and refined [8] .
The Cybersecurity Minor
Kessler and Ramsay [1] describe the cybersecurity minor in detail. The minor was created specifically for Homeland Security students although any student from any major is allowed to take the classes. The course of study is not intended to prepare students for a career in cybersecurity, per se, but to make them acutely aware of cybersecurity issues as they affect the career that they will pursue. Indeed, students studying this minor are much more likely to enter the realm of policy development rather than information systems security design (although several Computer Science students have taken some of the Cybersecurity minor courses in order to broaden their own perspectives).
As an example, many information security buzzwords have entered the vocabulary of managers without full understanding of the vernacular. We are trying to prepare students who have sufficient understanding of the technology so that they can apply it appropriately to their workplace. As an example, if involved in an after-action review of a computer intrusion that was found to exploit a buffer overflow or command injection vulnerability, we would want our students to understand that the solution will more likely involve better programming practices than it would a better firewall.
Briefly, the minor comprises five courses ( Figure  1 ) that start out with many hands-on exercises and transition to a seminar experience, more-or-less stepping up through the cognitive domain of Bloom's taxonomy.
The first course is a 200-level class about computer and network technology. This course discusses the basics of computers, operating systems, and interfaces, local and wide area network technologies, the Internet, and the Transmission Control Protocol/Internet Protocol (TCP/IP) suite. Lectures are supplemented by approximately 10 hands-on exercises where students use both the DOS and Unix command line interface, write a simple Perl program, set up a simple Web page and Web server, build a peer-to-peer network, and employ a packet sniffer. The next two courses are at the 300-level; one addresses so-called "hacker tools" for offense and defense, and the other covers digital forensics and incident response. These courses also each have about 10 hands-on exercises covering a broad spectrum from performing reconnaissance in order to plan an attack, using port and vulnerability scanners as well as other exploit tools, and building firewalls through examining the structure of a file system, acquiring data in a forensically sound fashion, and analyzing hard drive, mobile phone, and network data.
The fourth course in the minor is a 400-level course that has the transitional role to evolve handson learning to seminar-style learning. The subject matter focuses on cybercrime and cyberlaw, with a few hands-on exercises related to credit cards and cryptography, and assignments for longer student-led class discussions.
The final course is the culminating learning experience in the minor, a seminar-type, 400-level course that explores the major events of the day -war, terrorism, and diplomacy --in the context of cyberspace. This course brings in many external sources and has the students leading a large portion of the course. The handling of the subject matter is the way in which students demonstrate their learning and how the added technical perspectives have informed their understanding of the subject matter.
As of the end of the spring 2016 semester, three groups of students have completed the minor. Cohort #1, composed of a dozen students, went through the minor in the 2013-2015 academic years. Cohort #2, with 18 students, started in fall 2014 and finished in spring 2016. Cohort #3, with 16 students, hit the halfway point in the minor in spring 2016.
Learning Theory and Assessment
Traditional computer courses are a combination of lectures and hands-on exercises, where the exercises are typically taught in a computer laboratory environment. Computer and information security is a subset of computer science and, therefore, requires lectures about technical topics. However, lecture alone is not as effective for student learning. Students cannot gain knowledge of technical topics only by listening; they have to put the lecture material into practice. Hence, the need for hands-on exercises.
When the minor was first proposed, we had neither the budget nor the space to build a computer lab. We also did not want to build such a lab for two reasons. First, if students need to go to a lab in order to do their work, they will generally only go to the lab when they have required work to complete and we wanted students to have more access than a few hours per week. Second, although the minor was initially proposed as a face-to-face program, we envisioned the day when it might be offered online (which it will be, in fact, by the end of 2016).
The students taking the Cybersecurity minor are, by and large, highly motivated but not necessarily possessing much a priori technical expertise with computers. For this population, we decided that problem-based, active learning would best augment the required lecture materials. Students work collaboratively in teams of two or three so that they can help each other and gain even more insights by working with others [9] [10] [11] [12] .
Hands-on exercises are accomplished using virtual machine (VM) software so that students with any computing platform can access all necessary operating systems and tools. This provides the benefit that teams can do their work at any convenient time and venue. It also provides students with 24x7 access to the lab environment, which many students use to their advantage. (The design of the VM architecture is the subject of a future paper [13] .)
It became clear during course development that assessment of student learning would be a challenge and that traditional examinations, in particular, would be problematic. First, we did not know how to design a test to measure the students' technical knowledge that any of the students would ever pass because they are, in general, not STEM students. Second, since detailed technical knowledge is not the real point of the minor course of study, measuring that would not help us assess student success anyway.
The two primary forms of assessment that we employ in all of the courses in the minor are discussions and journals. An online discussion forum is part of every hands-on exercise and students are required to share their problems, successes, and results with their classmates. Indeed, if a team has a problem, the discussion forum is the first alternative for them to obtain assistance; the collaborative learning extends beyond just the team. Journals are described more in the next section.
Implementing Journals
In our courses, journals emerged as the primary form of assessing student learning because they provided the students with the best platform with which to demonstrate their grasp and application of the material. In the 200-and 300-level courses --the ones with the most hands-on exercises --journals must be submitted every two weeks, with a final journal due at the end of the course; there are a total of eight journals per course. In the 400-level courses, journals are due after the end of each topic module as well as at the end of the course.
Students are told from the very beginning that the journals are in lieu of examinations, so we try to focus their journal assignments on the relevant subject matter. In particular, the assignments ask students to write about what they learned, what topics or ideas resonated with them, what new ideas and perspectives they gained, and how this information will be applied in their lives and careers. (Sometimes, the answer is "none of the above," and we need to hear that, too.) While initially greeted by the students --largely because journals appear less intimidating than tests -there were challenges in getting the use of journals running smoothly. The first and biggest hurdle was gaining student trust. The journal assignment, which asks for self-reflection and implies that there are "no wrong answers," is sufficiently vague that it frightens many students. All students have experienced instructors who ask for honest feedback, assure students that there are "no wrong answers," and then assign students a poor grade for not saying what they want to hear. One solution was to tell our students that they would get full credit on the first journal merely for submitting it and getting feedback from the instructor that they could apply in subsequent journals, just so that they knew that they were in the right track.
A second hurdle was getting students to articulate their self-reflections more deeply. We found that most students have difficulty with this. First, they do not do a lot of personal writing so writing a journal every two or so weeks is outside of their comfort zone. Second, it takes time for students to open up and share their inner thoughts with an instructor and to trust the instructor not to grade them poorly if they said something "wrong." Finally, most students do not know how they learn and, therefore, often have difficulty identifying what they might have learned in a given block of time --no one has ever taught them to assess their own learning or asked them to reflect upon it. Indeed, many students' early journals were merely a repeat of the topics that we had covered in class; i.e., a review of what was being taught rather than a review of what they were learning.
A third hurdle is time management. The journals have a due date because we did not want to get one huge journal at the end of the semester. But we stress to students that they can make multiple journal submissions in the given time period and/or take daily notes so that they can prepare their journals as they go along rather than waiting for the last minute to submit the journal. Surprisingly, the majority of lost points are because the journals are submitted late rather than because content is somehow lacking. (In one of our classes, the mantra "The due date is not the do date" somehow emerged.)
We found that most of the trust issues resolve by the middle of the first course, once students better learn the journal process, and student writing improves as they learn to trust the process and instructor. To alleviate some of these issues with student journal writing, we eventually adopted the use of a simple rubric so that grading was less subjective and students had more focused writing goals. Initially, for example, we never had a minimum word count; we added that because there are always students who want to do the least amount of work and it is difficult to non-objectively tell someone that their reflections, while not "wrong," do not go deep enough. We also do not grade the writing, per se; we accept that the writing may be quite informal or grammatically incorrect, and focus on content.
Student Journals --A Qualitative Review
At the end of the spring 2016 semester, two cohorts (30 students) had completed the minor and a third cohort (16 students) had completed the first year; the students were primarily Homeland Security majors with just a few in other majors (one in Software Engineering, one in Air Safety, and one in Aerospace Engineering). This yielded more than 1400 journal entries in three academic years.
Anecdotal evidence based upon our observations of student work and journal contents suggests that the use of journals adds a dimension to subject matter understanding and learning that neither the students nor we anticipated. By the end of the course sequence, students are very much in tune with what they are learning, how they are learning, and how this information applies to who they are as a person and what it is they want to do professionally. In some cases, it appears to make them better at understanding what they want to do; in other cases, it has made them reassess their direction.
While there is no research to date that shows a correlation between active, problem-based, and collaborative learning to our model of reflective journaling, our experience suggests that the former informs the latter. Indeed, we found that the most engaging student journals in the early courses were about the hands-on exercises; this is where the students found themselves learning the most. Some research suggests that students need "messy" problems and experiences so that they have something tangible on which to reflect and so that they develop questions that provide them with a reason to learn from future lectures and activities [14] [15] . The courses in the program climb up Bloom's taxonomy so that later classes have more cognitively challenging activities and fewer hands-on problems, but the students are also more mature, reflective writers by that time.
The excerpts that follow in this section (all from the non-STEM Homeland Security students) speak to several themes that seemed to emerge from a sampling of the journals. Future analysis will systematically analyze and code the responses to possibly discover other, more subtle, trends.
One of the themes that emerged from reviewing student journal entries is that many of the students are incredibly self-aware --they know where their knowledge or work habits are weak, and they will acknowledge that in a journal (even if they do not immediately fix those deficiencies). They recognize where they are wrong or have made errors.
We were in fact pleasantly surprised at just how willing students were to admit their fears and concerns about leaving their comfort zone and to acknowledge their own misconceptions. Consider these very first journal entries from three students:
In my opinion, exercise 1 was an eyeopening experience. I learned so much! I went from the bumbling buffoon, to a much less bumbling buffoon! Before exercise 1, I had no idea what a 'command' was, I didn't know what the little windows button on my computer was for, I knew nothing at all. Since then, I feel like my mind has expanded and let in something called "cmd." And I have to admit, I must have spent a solid 20 minutes typing in "color 3d," "color 5f," "colorXY." I feel like for the first time ever, I'm in control of this machine that has consumed so much of my life. Now it's time for sweet revenge. So "color 4c" to you! Yeah that's right, try reading red text on a red background!
HS 235 is my lowest level class but it seems to provide me with the biggest challenge. I feel as if I am completely computer illiterate. Everytime we are in class, I keep my notebook open and write down words from the lecture that I do not understand or that I am unfamiliar with its meaning. Later on in the day I find myself researching the meanings. This process is actually really helpful in gaining a better uderstanding of computers and how they work. I have made much progress by this method and by reviewing the powerpoints... Furthermore, my other classmates have been a great resources. When I was having troubles understanding and working on
VirtualBox at least three other people volunteered to help me. I feel that I still have so much to learn but the combination of [the instructor], the discussion board, the powerpoints, other classmates, and google are really helping.
As we do more and more practical exercises in class and at home I am becoming more and more comfortable. However, I still feel that in any practical application I would be totally lost. I sometimes struggle to grasp even the simpler even the simpler concepts. To be quite honest I often feel totally outstripped in class. I hope that as we do more and more I will understand more and more. I am particularly interested in trying my hand at actually cracking someone else's system when they don't want me in it. So when I find holes to exploit I will know what holes to fill when I need to protect a system Another theme that emerged was that, as time progresses, the students grow more knowledgable, are able to draw better linkages between topics, and demonstrate that through their journals:
I loved going through the exercises in this course... After researching the attack on HBGary, I realized that we covered the majority of Anonymous's attack techniques and vectors. It definitely shows that implementing and enforcing policies and procedures is crucial to the security of a company's cyber space. One thing I found particulary interesting was how the hacker community and security community use the same resources and tools to accomplish two vastly different goals. Between the publishing of zero-day vulnerabilities as well as numerous hacker tools easily available, the two compete with nearly identical resources.
A third theme was that the students, in general, recognize the growth that they have achieved when they look back at the program in toto, such as these comments from two students in the final course of the minor:
When I decided to join the cyber minor I was extremely nervous and extremely uncomfortable with my decision. Since then I have seen a lot of growth. For example, out of fear of eternally ruining my computer with one wrong click, I remember immediately asking for help on the first few exercises. However, after several exercises, I got a little more comfortable with messing around with my computer and researching online to resolve problems. I have come to enjoy the different challenges and asking for help is almost a last resort (depending on the situation).
At the beginning of this minor I thought the material was over my head, and it was probably not for me. Today, I thank [the instructor] for telling me then to try and stay in the class. I have learned so much about myself and cybersecurity. I have the confidence now to teach my family, friends and future co-workers basics and more of this class. My critical thinking has become a lot better with this minor. Having to read documents and come up with my own ideas helped me to think outside the box, and put all my thoughts in writing. The journals I think were the best way for you to grade us. It gives us the chance to express ourselves freely about a particular subject without being criticized on how right or wrong we are.
And, incredibly, sometimes students make errors on purpose to further learn what they might discover:
This course started with a new system, which provides two virtual machines, windows and kali. I liked this idea because it is better to have it this way rather than previous courses where we had to do all the work on our personal PCs. This way we can be less intimidated to try new stuff as oppose of what happens when you try something on your own personal PC (not that I would intentionally break virtual machines), but I think that people fear what they do not know, so it is better to experiment new tools on virtual machines.
One of the early hands-on exercises is for students to perform a series of steps using the DOS command line interface (CLI). Those same steps are then repeated using the Unix CLI. The point of the exercises is to show the students that Unix, which is unfamiliar to most of them, is functionally similar to Windows. After performing the Unix exercise, one student team in Cohort #1 entered Unix commands on the Windows CLI. They knew that this should not work but they elected to try it to see what it would look like when it failed, rather than merely assuming that it would not work. Over time, more students tried more things just to see what would happen. We believe that one reason that students did this was because they were not being graded on what they did right but on what they learned; another reason was that they had their lab software available with them 24 hours a day via the VMs so were never far from a potential experiment.
One student is so self-aware of their learning process that the journals are incredibly detailed --and long. Rather than merely report on what had been learned, the entire journey was described. The student's step-by-step learning, inquisitiveness, and results are all on the page for the instructor to see.
One initially unexpected result of the use of journals is how much the learning environment in the classroom improved with the absence of traditional tests. Once the "test anxiety" factor was removed, students were no longer focused on passing the exam but, rather, on being prepared for the hands-on exercises. Students focused on the materials that they found most interesting and personally relevant, and on getting material for the next journal. We realized that students spend a lot of energy trying to prepare for the test, even in courses where the test is not the primary factor in the course grade. In the first three cohorts, only one student made a class evaluation comment that they would have preferred a traditional test on facts rather than the journals.
Another recurring theme of the journals is the expression by many of the students about how much they are getting out of the program even though it is technically focused, and they thought that they were not "technical enough." The whole point of the minor program was to prepare students to understand the technical details or, at least, the ramifications, behind discussions surrounding technology. Consider the controversy in early 2016 between the FBI and Apple [16, 17] . This was a much more complex conversation than the media and most pundits made it out to be, and the cybersecurity students had a very good handle on the arguments because they have had an introduction to encryption, mobile devices, operating systems, software, privacy, law and policy, the U.S. Constitution, homeland security, and more. Indeed, the conversations and debates in our classrooms were much more informed than those that took place in general public discourse and even the students were (pleasantly) surprised with how many of the subtleties escaped the media.
Students' Response to Journals
At the end of the spring 2016 semester, we conducted a formal survey of two classes of cybersecurity students --second and third cohorts -in order to supplement the more anecdotal information previously obtained. The survey included five open-ended questions about various aspects of the journaling experience. In all, 27 students (79%) responded to the survey. Thirteen of the respondents were in Cohort #2, thus completing the Cybersecurity minor and having taken four of the courses from this paper's first author and one course from the second author. Fourteen of the respondents were in Cohort #3 and mid-way through the minor, having taken both courses from the second author. Three survey questions specifically asked the students to reflect on the journal experience and were particularly helpful in our understanding of the impact of journals on student learning, and these are discussed below.
The first question asked students to reflect on what they had learned about themselves through the journaling process ( Table 1 ). The majority of the short answers in both classes noted that the journals resulted in better learning of the materials, largely because they concentrated on the material that resonated with themselves rather than focus on learning for a test. It is noteworthy that this theme was overwhelming in Cohort 3, while in Cohort 2 -students who had had three more courses than those in Cohort 3 --students were split between better learning and an ability to better express their ideas and what they had learned. This could possibly suggest that students in the first year are more focused on the different way of learning and it is not until the second year that they expand to recognize how they express themselves in a new, different way. Indeed, one person in Cohort 2 did suggest that he/she preferred traditional tests to the journals, demonstrating that this mode of assessment is not for every student. The second question asked students what they enjoyed about the journal experience ( Table 2) . Answers again varied amongst the students and with different emphasis from the different cohorts. The majority of comments from the Cohort 2 students were to the effect that they enjoyed the freedom of expression that journals allowed, possibly because grading was primarily on content rather than format. Students liked that they could comment on any aspect of the course, the material, what they learned, and its relevance, and they did not have to worry about being "wrong." The majority of comments from Cohort 3 addressed that they enjoyed the "learning more" aspect that the journals allowed them to demonstrate. This is, in our opinion, an important result. Not only do the students recognize that they are learning more, but they like the fact that they are learning more. By the second year writing journals, they see a difference and their appreciation now seems to focus on the freedom that they have in the journals. The third survey question asked students what they enjoyed the least about the journaling process. There seemed to be general consensus in both cohorts that one thing they disliked was not always knowing what to write about. Some admitted that they felt that they should know more than they did. Interestingly, some of the students mentioned that they did not remember all of the things to write about at the end of the journal interval without remembering that we frequently remind them of the strategy of keeping notes of what to write about or, even better, post multiple times during the journal interval (something that is explicitly allowed in all of the journal assignments). Cohort 2 also had a large percentage that reported that there was nothing about the journal experience that they did not enjoy. Members of Cohort 3 also focused on two other issues. First, they felt that journals were too time-consuming, in one case requiring more time than preparing for tests (it is unclear whether this student spent copious amount of time writing their journal or scant time preparing for exams). Second, several members of this cohort noted that they did not enjoy the journals simply because they did not like to write.
Figure 2. Grading rubric.
As with any student assessment instrument, there are those students who want to do the minimum necessary to get by and those that will embrace the opportunity. While our student population includes a large number of the latter, we also have some of the former. In order to provide some structure to the journal exercise, we introduced a rubric (Figure 2 ) at the beginning of the spring 2016 semester, to help guide the students to be able to meet expectations.
The survey provided some interesting insights with respect to the rubric. Several of the students --all of whom self-identified as liking the freestyle of the journal --noted that they were initially concerned that the rubric would constrain their writing style but they soon realized that the rubric was not really intended for that purpose and was not directed at them. A couple of other students said that they did not like having a minimum word count. Most understood that the rubric provided a framework for both writing and grading, and seemed to accept the added structure.
Conclusions
Overall, we have observed predominately positive results from using journals to assess student learning in the courses in the Cybersecurity minor. Teaching STEM subject matter to non-STEM students is somewhat out of the ordinary; thus, using an out-ofthe ordinary assessment method just seems to make sense. The first two authors of this paper have taught all of the courses, hence we have been able to see first-hand the growth in the students, both in subject matter knowledge and as learners.
An advantage that we have with the minor is that the scheduling and prerequisite structure means that most of the students are together in a cohort over two years; the first course is offered in the fall semester and students step through the next four courses during the next three terms. By the end of the first year, there is good class chemistry --and trust -between the students (individually and as a group) and the instructor, leading to an improved classroom and learning experience that is often noted in the journals. In addition, the students get more comfortable in their journals and their writing gets better; they are more fluid, more reflective, deeper, and introspective. While it takes longer to read and respond to the journals than to a traditional test, it is also far more rewarding to read the words of the students. Our observations seem to be largely supported by the student comments on the survey.
We have shared our positive results with our colleagues (e.g., see [18] ) both at our campus and university, and with other colleges and universities, and many instructors are considering using this more intimate form of assessment. It is certainly not well suited to all subject matter at all levels, but it clearly can work in a multidisciplinary or cross-disciplinary environment with appropriately reflective students.
